Analyzing SWTPM Logs with
Wireshark

This article aims to bridge the gap for Trusted Platform Module (TPM) log analysis. SWTPM is a
software Trusted Platform Module emulator developed by David Safford and Stefan Berger at IBM.
SWTPM logs display hexadecimal bytes sent to and from SWTPM, but no human-readable logs are

available. Per the author of SWTPM, it's possible to use the ioctl definitions and Trusted

Computing Group (TCG) paperwork in order to decode the traffic by hand. WireShark has a high
quality TPM traffic decoder, but it doesn't work with the log files from SWTPM unless they've been
converted to a PCAP file, first.

When I initially wrote this article, there was no native way to write the logs as a PCAP file. |

mentioned this to Stefan Berger, and he was kind enough to implement a PCAP writer in SWTPM
natively using the --pcap option. This option is currently available in the master branch; in the
meantime, for versions of SWTPM packaged in Linux distributions, including Debian which Proxmox

runs on, it's possible to convert the hexadecimal logs a PCAP using the open source swtpm-log-to-

pcap script. This article walks through using the script for logs generated by a Proxmox virtual
machine with the SWTPM enabled.

Attached in the top left is an SWTPM log and a PCAP generated using the swtpm-log-to-pcap script,
if you wish to skip ahead and see the capability for yourself.

Background

Trusted Platform Modules (TPMs) are hardware root of trust devices that are used in cryptographic
operations, often in conjunction with full-disk encryption and secure boot. Articles and resources for
TPM traffic analysis are quite sparse, making it difficult to test TPM configurations and validate
whether the TPM is behaving correctly.

SWTPM is a software implementation of TPMs. You may be familiar with swtpm if you ever used
Proxmox's TPM feature, which wholly relies on SWTPM. SWTPM logs simply dump the hexadecimal
bytes of traffic to the TPM and from the TPM, but no decoding or other details are available in the

official logs. In this GitHub discussion, the author of SWTPM suggests simply referring to ioctl
definitions and TCG paperwork in order to decode the traffic by hand.

Thankfully, Wireshark has a packet dissector for the TPM protocol. All you need to do is use swtpm-
log-to-pcap, a small script | published on GitHub, to convert the logs to a PCAP. This script was
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made possible by Philippe Biondi and community's packet manipulation tool Scapy.

Proxmox Walkthrough

Setting Up a Virtual Machine with TPM Support

In Proxmox, create a virtual machine with a TPM 2.0 device. The setting is available in the System
tab of the Virtual Machine creation menu:

Create: Virtual Machir
General OS | System  Disks
Graphic card: Default SCSI| Contreller:  WirtlO SCSI single
Machine: Default {i440fx) Cemu Agent:
Firmware
BIOS: OVMF (UEFT) Add TPM:

Add EFI Disk: TPM Storage: local-zfs

EFl Storage: local-zfs

Version:

Pre-Enroll keys:

Modifying Proxmox scripts to enable verbose
logging

After creating a virtual machine with a TPM attached, we need to modify a Proxmox script to
increase SWTPM verbosity.

Modifying Proxmox scripts is not an officially supported action, so a Proxmox update may
revert these changes. If you notice that the changes were reverted after an update, simply
repeat the steps below.

Login to Proxmox as the root user and open the /usr/share/perl5/PVE/QemuServer.pm with a text
editor like vim:

vim /usr/share/perl5/PVE/QemuServer.pm
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Then, navigate to line 2892 pictured below. Note that depending on your Proxmox version, this line
may be elsewhere. All you're looking for is the line that contains the log level and log file location
for SWTPM:

"file=/run/gemu-server/$vmid-swtpm.log, level=1,prefix=$log prefix"

my Semulator_cmd = |

r

r

Sstate,n
Spaths->{

Spaths—->{pid}",
minat: $ terminate on QEMU di

r

r

Svmid-swtpm. log, level=1,prefix=5log_prefix",

Change the verbosity from 1 to 20, so that the script looks like so:

=8log_prefix",

Per the above script, the SWTPM log will be in /run/gemu-server/$vmid-swtpm.log .

Then, restart the following services for the change to take effect.

Running these commands will cause the web Ul to become unresponsive, so doing this over
SSH is recommended. If you choose to use the web shell, simply reload the page when it
becomes unresponsive after each command.

systemctl restart pveproxy

systemctl restart pvedaemon

In the older Proxmox version 8, the services are instead called pvproxy and pvdaemon ,
respectively.

Confirm that when launching your VM, your log verbosity is set to 20, by grepping for the virtual
machine process:

ps aux | grep swtpm.log,level --color=always

You should see output similar to what's pictured below, confirming that you have log level 20:
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Using SWTPM and collecting the logs

Use your VM and the TPM in your virtual machine. For this example, we'll simply install the virtual
machine with LUKS full-disk encryption (FDE), and add the TPM as a disk decryption device. This
operation will utilize the TPM and generate some very noisy logs to look at!

[admin@localhost 7195 sudo systemd-cryptenroll --tpmZ-device auto sdevrssda3

ke trust you have received the usual lecture from the local System
Administrator. It uswally boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you tuype.
#3) With great power comes great responsibility.

For security reasons, the password you type will not be visible.

[sudo] password for admin:

I'lease enter current passphrase for disk sdevssdad:
New TPMZ token enrolled as key slot 1.
[admin@localhost ~15 _

The above command introduces a privilege escalation vulnerability wherein an adversary
with physical access can drop to a root shell while bypassing full disk encryption. This is a
simple example and should not be used in a production setup of TPM-based LUKS FDE
automatic unlock.

Export the SWTPM logs from Proxmox via scp or a similar mechanism:

scp root@proxmox.home.local:/run/gemu-server/103-swtpm.log .

Converting the logs to a PCAP

Install swtpm-log-to-pcap :

git clone https://github.com/henryreed/swtpm-log-to-pcap.git
cd swtpm-log-to-pcap
python3 -m venv venv

source venv/bin/activate
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pip install -r requirements.txt

Run the script against your log file:

./swtpm-log-to-pcap.py 103-swtpm.log 103-swtpm.pcap

Now, logs like these:
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00 00 00

I0 Write:
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length 14

OE 00 00 01
length 414
9E 00 00 00
00 40 00 00
9B 02 9E A7

Will be displayed like this in Wireshark:

43
oF
9E

62

00

07
5C

29
AC
47

02

00

01
1F

DA
FC
0C

00

00

82
FF

F3
AB
5D

00

00

00
BB

E2
F8
08

00

00

40
97

6D
00
98

00
65
DF

61
EC
31

00
DE
A4



103-swipm.pcap - o x

File Edit View Go Capture Analyze Statistics Telepheny Wireless Tools Help
A m = BB QE»TRAS = B8 8 @ E
N tpm ME )
ition |Protocol Length |Info »-Frame 4214: 586 bytes on wire (4688 bits), 586 bytes captured (4688 bits)
18.1 TPM 496 50 - 2321, [TPM Request], Command TPM2_CC_C » Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1
.0.1 TPM 50 2321 - 50088, [TPM Response], Response Code TF »-Transmission Control Protocol, Src Port: 2321, Dst Port: 50000, Seq: 44616,
.0.1 TPM 54 50000 — 2321, [TPM Request], Command TPM2_CC_F w TPM2.0 Protocol
.0.1 TPM 496 2321 - 58000, [TPM Response], Response Code T I « TPM2.0 Header, TPMZ2 Success
.0.1 TPM 54 50000 - 2321, [TPM Request], Command TPM2_CC_C Response Tag: Command with authorization Sessions (@x8002)
.0.1 TPM 99 2321 . 50 , [TPM Response], Response Code TF Response size: 546
.0.1 TPM 307 58800 . 2321, [TPM Request], Command TPM2_CC_L Response rc: TPM2 Success (Bx00000880)
.0.1 TPM 50 2321 - 50000, [TPM Response], Response Code TF RESP PARAM SIZE: 463
18.1 TPM 54 50000 - 2321, [TPM Request], Command TPM2_CC_C « Parameters Area
.0.1 TPM 50 2321 - 560880, [TPM Response], Response Code TF RESPONSE PARAMS: B09eb27e862627c76c95ce93bd80e7b623ebaf08alr5903e89bc877
.0.1 TPM 54 50000 - 2321, [TPM Request], Command TPM2_CC_F w Authorization Area
.0.1 TPM 54 2321 . 50 , [TPM Response], Response Code TF AUTH NONCE SIZE: 32
.0.1 TPM 454 50000 -~ 2321, [TPM Request], Command TPM2_CC_C AUTH NONCE: 784bc4dcBeae3d45ac02efefaB5a685Tf02bb1230ch9az4ad30a64329daft
.0.1 TPM 454 2321 - 50000, [TPM Response], Response Code TF w Session attributes
.0.1 TPM 54 58800 — 2321, [TPM Request], Command TPM2_CC_C wew. ...1 = SESSION_CONTINUESESSION: Set
0.1 TPM 586 2321 00, [TPM Response], Response Code TH .... ..B. = SESSTON_AUDITEXCLUSIVE: Not set
.0.1 TPM 223 —~ 2321, [TPM Request], Command TPM2_CC_C .... .0.. = SESSION_AUDITRESET: Not set
.0.1 TPM 54 2321 - 56080, [TPM Response], Response Code TF ...8 @... = SESSION_RESERVED: Not set
.0.1 TPM 454 50000 — 2321, [TPM Request], Command TPM2_CC_C = SESSION_DECRYPT: Set
.0.1 TPM 454 2321 . 50 ., [TPM Response], Response Code TF “1,, .... = SESSION_ENCRYPT: Set
.0.1 TPM 54 50000 - 2321, [TPM Request], Command TPM2_CC_C ©... .... = SESSION_AUDIT: Not set
.0.1 TPM 88 2321 . 500080, [TPM Response], Response Code TF SESSION AUTH SIZE: 32
-0.1 TPM 171 50000 - 2321, [TPM Request], Command TPM2_CC_S SESSION AUTH: 2d145c032974979facfcabf8evechbbaabcfa8ad3cfdie9e47ocsdess
.0.1 TPM 50 2321 - 50000, [TPM Response], Response Code TF
0.1 TPM 54 50000 — 2321, [TPM Request], Command TPM2_CC_C
.0.1 TPM 50 2321 . 56800, [TPM Response], Response Code TF 00 00 60 00 01 of 00 9e b2 Te 86 26 27 c7 6c 95 ~& 1
0.1 TPM 54 50000 — 2321, [TPM Request], Command TPM2_CC_F ce 93 bd 80 e7 b6 23 eb af 08 af 59 03 e8 9b c8 # Y-
0.1 TPM 54 2321 . 50000, [TPM Response], Response Code TP ;z ;g E; ;g g; gg gg gg gz gz gg gg gg g 2; g: "\"g g : ELDB'
.0.1 TPM 508 50000 — 2321, [TPM Request], Command TPM2_CC_C 51 98 al 5d c¢7 d5 df f@ ac 96 ac 8e de 43 23 29 Q- -] C#)
0.1 TPM 50 2321 — 58080, [TPM Response], Response Code TP 9e ba 70 ba 5c 25 5e d2 @a fc d5 cd e2 86 94 bb p-\%A
ee 16 2f d7 3f 6a cc 40 c7 ce 7F 46 9a 95 14 2f /7@ F /
0.1 TPM 54 50 ~ 2321, [TPM Request], Command TPM2_CC_F 3a 31 a9 15 ab 41 94 a2 1d 1f a7 cb ea 64 do 4f :1..-A d o
0.1 TPM 508 2321 - 50000, [TPM Response], Response Code TF e8 55 d7 8e 46 ba 99 96 e4 5c 62 6b 7d be fc e7 u--F \bk}
L8.1 TPM 54 50000 — 2321, [TPM Request], Command TPM2_CC_C gg gg Zé zg gg gi gg iz gg gg gg gg gg gg gi ig Bq i ?ﬁ T
.0.1 TPM 214 2321 - 58 , [TPM Response], Response Code TF 00 20 c4 21 d4 4f f1 61 55 26 11 49 6f 8c 21 da 1.0-a U& To-!
0.1 TPM 54 50000 — 2321, [TPM Request], Command TPMZ_CC_R ;?’, Z? gg 23 gg Zg ae gg gg ?2 gg ég ;g gg i? Ig s4 }nS #3\ )
0.1 TPM 54 2321 — 50000, [TPM Response], Response Code TF 68 96 48 95 ed 76 19 7d 78 ff 6a 21 6f 8a b1 87 h.-H - .v.} x-jlo
8.1 TPM 508 50000 — 2321, [TPM Request], Command TPM2Z_CC_C b5 c1 6c ad 7f 46 00 73 00 00 G0 00 00 20 e3 bo Fs
c4 42 98 fc 1c 14 9a fb f4 c8 99 6f b9 24 27 ae B o8
0.1 TPM 50 2321 - 50000, [TPM Response], Response Code TF 41 e4 64 9b 93 4c a4 95 99 1b 78 52 b8 55 01 00 A-d- L XR-U
8.1 TPM 54 58 ~. 2321, [TPM Request], Command TPM2_CC_F ©b 00 22 00 6b b6 BB c5 8b e2 54 b5 48 25 72 fd " T H%r
0.1 TPM 508 2321 — 50008, [TPM Response], Response Code TP 3: gg zf 2? gg gg gg gg gg gg ?g zi gg ;g gg Z ez Tft ',r
.0.1 TPM 54 50000 — 2321, [TPM Request], Command TPM2_CC_C 54 el e@ 87 7b 35 84 34 c¢2 ae dd 31 fo 20 d9 29 T {5-4 1 )
0.1 TPM 214 2321 . 50008, [TPM Response], Response Code TP 9a 70 71 cd 91 ¢2 c2 fd d3 06 00 60 20 f9 b4 el  .pg
da d@ db a3 6b da 5b 61 e® 12 3f d1 42 d6 96 37 k-[a 7B 7
0.1 TPM 54 50800 - 2321, [TPM Reguest], Command TPM2_CC_R 95 ae 4d 9d ec 9c 09 1b e8 6c b7 23 e5 80 21 48 " 1% .19
0.1 TPM 54 2321 - 50008, [TPM Response], Response Code TF Og 22 gé gg ig SZ ;g 32 gg gg gg gi g; gi gg ig E . g# g .
.0.1 TPM 508 560 - 2321, [TPM Request], Command TPM2_CC_C gd 21 aa 3b of 7c b7 4a 17 5d 02 85 bd 29 94 85 R )
.0.1 TPM 50 2321 — 50000, [TPM Response], Response Code TF fe 97 d4 b8 43 ©5 f5 9c a2 82 68 4f ©3 85 70 f8 c ho--p
0.1 TPM 54 50000 — 2321, [TPM Request], Command TPM2_CC_F bc 17 28 ae cc @0 20 7@ 4b c4 dc e ae 34 5a cO ( pK-o-.-4z
2e fe fa 85 a6 85 ff 02 bb 12 30 cb 9a 24 ad 30 . 0--%0
0.1 TPM 508 2321 - 50000, [TPM Response], Response Code TF 0220 a6 43 29 da 3 e2 6d 00 20 2d 14 5c 03 29 74 c)y---mg - -Nt
0.1 TPM 54 50000 — 2321, [TPM Request], Command TPM2_CC_C 97 9f ac fc ab f8 90 ec bb 6a ab cf a8 ad 3c fd J <
.0.1 TPM [TPM Response], Response Code TF 10 98 47 Gc 5d 08 98 31 49 55 61 11v
0.1 TPM 62 50000 — 2321, [TPM Request], Command TPM2_CC_€
@ ¥ SESSION_DECRYPT (tpm.auth_attribs_decrypt), 1 byte Packets: 4545 - Displayed: 2269 (49.9%) Profile: Default

Conclusion

By leveraging the open source community's tooling, it's possible to rapidly accelerate system
security research efforts by developing and using small scripts like swtpm-log-to-pcap. This script
allows embedded developers to verify that their tooling is correctly using SWTPM before production
deployment, and information security researchers to identify vulnerabilities by inspecting and
decoding the TPM traffic. Special thanks to the developers and community contributors of Proxmox,
SWTPM, Scapy, and Wireshark; and thanks to Stefan Berger for implementing this feature natively
in SWTPM.
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